
Employee Remote Access Request and Confidentiality Agreement for 
Computer Use Form 

Return completed form to  Information Security  
    UK HealthCare  

2224B Regency Rd.  
    Lexington, Kentucky 40503 
    Fax 859-257-7848 

 
 
 
LogonID _______________________ Date  _______________ 

 
Applicant name 

 
_____________________________ 
 

 
Date of 
Birth 

 
_______________ 
(mm/dd/yyyy) 
 

UKID          _______________________ Phone # _______________ 

 
A.  

Credential
ed (MD, 
PA, etc…) 

 
B.  Academic Appointment (PhD) 

 
C.  Executive 

Management 
(Director or above)
 
 

Job Role 
(circle) 

D.  IT Support Staff E.  Support Staff 
UKHC 
Department  

 
______________________________________________________________ 

*Director who is authorizing remote access  
 
____________________________________ 

Director Email ________________________________ Phone # _______________ 
What will an 
approved 
request 
accomplish?   

 
___________________________________________________________ 
 
___________________________________________________________ 
 

Device (circle) Laptop/Tablet PDA/Smartphone Home PC 
 
Location 
(circle) 

 
UK wireless 

 
Home 

 
Travel 

 
LogonID of another user 
performing the same role/work 

 
 
_______________________________________ 

 
A UK HealthCare Employee Confidentiality Form is required to accompany this form.   
 
 
Applicant signature: ______________________________________ 
 



Employee Remote Access Request and Confidentiality Agreement for 
Computer Use Form 

Return completed form to  Information Security  
    UK HealthCare  

2224B Regency Rd.  
    Lexington, Kentucky 40503 
    Fax 859-257-7848 

 
 
Guidelines for completing Remote Access Request Form: 
 
LogonID is commonly referred to as your Active Directory (MC) id or the first part of your Exchange 
 email address.   
Date is the current date or the date form completed. 
Date of birth is your date of birth given in month, day and 4 digit year.  This is used as a additional 
 identifier.   
Applicant name should be the name in SAP, not a nickname. 
UKID is the SAP assigned Person ID found on your payroll statement. 
Phone is the number of the person who signed the request.  Information Security will 
 contact this person if problems arise in building access.  
 This should be a direct line not the public number for the department. 
Job Role is needed to determine the correct level of access based on HIPAA  
 mandated need to know or need to access for providing service or care. 
UKHC Department is the printed name of the department of the person signing the request.   

*Director who is authorizing remote access is required for support staff only.  This person may 
 have a different title but she/he is the person who approves hiring and/or timesheet.  A 
 supporting email from the director detailing need for access and approval should be sent to 
 dl_MCISSecurity@email.uky.edu.   
Email address of your Director.   
Phone is the number of your Director.   

This should be a direct line not the public number for the department. 
What will an approved request accomplish? In other words, what job function that you perform 
 requires remote access to which particular computer system(s)? 
LogonID of another user performing the same role/work is another way of informing 
 Information Security of access needed by the user.  When an ID is included,  
 Information Security will research the access for the LogonID listed and  
 replicate it for the requested user. 
Device specifies the computing platform(s) you seek to use for remote access.   
Location specifies the remote location(s) you seek to work from.   
 
 
 

Normally, Information Security will notify the user by sending remote access instructions within 2 
business days of receipt of the access request form, completed confidentiality form and the 
receipt of any supporting documentation.  Contact the Support Center at 859-323-8586 if you 
experience a longer delay in issuing requested access. 



Employee Remote Access Request and Confidentiality Agreement for 
Computer Use Form 

Return completed form to  Information Security  
    UK HealthCare  

2224B Regency Rd.  
    Lexington, Kentucky 40503 
    Fax 859-257-7848 

 
 
 
Applicant’s Name ________________________________________ UKID: _________________   
 (Please print. First, Middle Initial, Last) 
 
 
I agree to keep patient information confidential by observing the following: 
 

1. I will protect my password from use or theft by others. 
 

2. I will sign off the system when I leave the workstation and not allow others to use my access. 
 

3. I will only look up information on patients for whom I have direct responsibility.  I will not look up my own 
medical information on the computer. 

 
4. I will share patient information only with people who have a right to access the information in order to perform 

their job function. 
 

5. When sharing information with people who have a right to access the information in order to perform their job 
function, I will ensure that I am in a private setting where others cannot hear or see the confidential 
information. 

 
6. I will follow all University, Medical Center, Hospital and department rules of conduct whenever I use e-mail. 

 
7. I will password protect any personal digital assistant device that contains patient (or confidential) information. 

 
8. I will not disseminate confidential patient information from my home computer without appropriate 

authorization for release of information. 
 

9. I will dispose of confidential information properly in accordance with all applicable policies. 
 

10. I understand that audits will be performed on computer usage to ensure compliance with all computer related 
policies and this confidential agreement. 

 
11. I will follow other specific confidentiality rules for special situations.  When departments have standards more 

stringent than this statement, I will abide by their standards. 
 

12. I will comply with the enterprise electronic signature policies and protect my electronic signature when issued 
to me from use or theft by others. 

 
13.      I understand that my employer has the right to take disciplinary action up to and including  
           termination of my employment for breaches of confidentiality. 

 
 
 
_______________________________________________________       ______________________ 
  Signature      Date 

This form is kept on file with UK Health Care Information System Security.   
 


